Over the last 20 years, developments in the field of genetics have allowed the use of new knowledge concerning genes and DNA to improve public health in multiple ways. One of the most promising developments in genetics, pharmacogenomics (PGx) was made possible by the completion of the human genome sequence as well as the development of biomedical data processing (throughout this article 'PGx' will be used to indicate pharmacogenomics, including pharmacogenetics. The terms pharmacogenomics and pharmacogenetics will be used separately when a distinction is made between the two disciplines). The terms 'pharmacogenetics' and 'pharmacogenomics' are often used interchangeably to refer to the relationship between genes and drug responses. However, both terms refer to slightly different concepts 1 and there remains a lack of consensus on appropriate definitions. 2 'Pharmacogenetics' was first coined in 1959 when it was observed that individuals differ in the way they respond to medicines due to individual genetic profiles. 3 According to the Food and Drug Administration (FDA), pharmacogenetic testing involves: 'an assay intended to study interindividual variations in DNA sequence related to drug absorption and disposition (pharmacokinetics) or drug action (pharmacodynamics). ' 4 In the 1980s, with the identification of the molecular bases of hereditary traits and then later the completion of the human genome draft, pharmacogenomics became possible. 5 The FDA makes a distinction between pharmacogenetics and pharmacogenomics and specifies that the latter involves:
[A]n assay intended to study interindividual variations in whole-genome or candidate gene single-nucleotide polymorphism (SNP) maps, haplotype markers, and alterations in gene expressions or inactivation that may be correlated with pharmacological function and therapeutic response. 4 Thus, compared to pharmacogenetics, pharmacogenomics goes even further by identifying genes or whole genomes responsible for modifying an organism's response to drugs. 6 Pharmacogenomics also includes the use of genomics in the search for new therapeutic targets. 7, 8 PGx promises to provide specific treatments to tailor doses to the genetic profile of an individual. 9 Being able to reduce the adverse effects of drugs is of great interest since it has the potential to reduce high morbidity rates and medical expenses.
According to some reports, 10,11 the ethical, social, and legal challenges relating to PGx are less prevalent than those resulting from research tests for disease susceptibility genes. However, this position remains controversial. Several authors argue that PGx research presents its own important challenges, which need to be addressed. 2, 12, 13 Since the nature of the genetic information obtained through PGx might present different ELSI privacy challenges and a different level of risk, a number of issues specific to the protection of privacy for research participants will need to be answered. Accordingly, after studying the different guidelines and recommendations from major international, regional, and national organizations, we propose points to consider for researchers and institutional review boards (IRB) to aid in determining the suitable level of protection of genetic data.
PRIVACY CHALLENGES OF PGx
According to optimistic reviews:
The Renaissance period of the world history is analogous to the renewal of healthcare that will arise from pharmacogenomic discoveries. Just as geography, science, art and communication were reawakened by the works of Columbus, da Vinci, Michelangelo and Gutenberg; genetic science will revitalize the clinical role of pharmacists and [s]timulate a gradual rebirth in the way patient and healthcare providers think about disease prevention and treatment. 14 Rhetoric aside, understanding the association between genetic variation and drug responses promises many benefits. 2, 3 The scientific community has not yet reached a consensus on the global effect that pharmacogenomics will have. Most agree that, in the long term, it will have a positive impact on the management and care of many common, significant diseases such as cancer, AIDS, and various types of mental disorders. [15] [16] [17] There are numerous potential benefits for PGx. Yet, it is necessary to articulate the specific privacy risks and challenges that may hinder the development of PGx research in order to separate myth from reality: 'Pharmacogenomics is not a panacea for all that ails individuals, corporations, and governments.
[D]eflating the hype and 'unpacking' the rhetoric is essential for a social and ethical critique of the overly optimistic vision of pharmacogenomics'. 18 It is important to recognize that testing for PGx research comes in a variety of forms. Some research will look at the genotypic variation, others at the gene expression (ie RNA or protein level) 19 and others at the viral 17 or tumoral genotype. 15 Therefore, PGx research involves informational risks which, in some circumstances, could be lower than the risks associated with genetic research for disease genes. 20, 21 While the level of physical risk associated with most PGx research is generally low, like other categories of genetic research, the informational risk relating to a breach of confidentiality is perceived to be an important issue in PGx. 22 This informational risk is due to the personal, familial, and social nature of genetic information as well as its potential to discriminate and stigmatize. 23 Like other genetic tests, information obtained through PGx has a familial component that goes beyond the individual being tested.
In PGx research, information obtained will generally be limited to the association between a gene, a polymorphism (ie SNPs), and a reaction to a particular drug or a class of drugs. Consequently, several authors have affirmed that the level of privacy risk associated with PGx research results will usually be lower than other types of genetic or genomic research. Yet, these authors are generally only referring to genotyping for inclusion in pharmacogenetic research, so this assertion should not be applied to all types of PGx research (such as the research for new therapeutic targets). 2, 21, 24 It should also be noted that, contrary to other types of genetic studies, participants who are recruited for profiling for PGx research are often already diagnosed with a disease and may have at their disposal a marketed drug as a treatment. 25 However, given the complexity of the human genome and the interactions between genes, as well as between genes and the environment, it is possible that certain discoveries in PGx research could enable a genetic diagnosis of an individual's susceptibility to a certain disease. 26 For example, by using the gene candidate approach, it is possible to isolate a particular gene that is associated both with an individual's drug response and to his or her risk of disease. 3 The fact that an individual may be more susceptible to having adverse reactions, or, may not respond to certain classes of drugs, may have implications for insurance and employment in countries lacking a universal health care system. 12 Although these and other findings make it difficult to adopt a stable classification into 'high-risk' test (eg genetic testing for disease, newborn screening) and 'low-risk' test (eg Pgx), 27 it must still be acknowledged that pharmacogenomics involve informational risks and that in some research these risks will be lower than, for example, the risks associated with genetic research for disease genes or genetic screening of newborns. Table  1) . 21, 28 PGx researchers will have to decide the level of protection that will best suit their research protocols.
POINTS TO CONSIDER FOR CONFI-DENTIALITY IN PGx RESEARCH
The objective in choosing the appropriate confidentiality level should be to maximize individual and societal benefit from PGx in accordance with recognized ethical principles. As concerns PGx information, recognized ethical principles demand that the data banks and DNA samples be protected against breaches of confidentiality. However, requiring the highest level possible of confidentiality, for example, having recourse to anonymized samples only, would not only limit the efforts of research but would ultimately result in preventing the participants themselves from receiving any results. 24 It must also be recognized that it might be technically impossible to achieve perfect 
Confidentiality level Description
Identified These samples are labelled with personal identifiers such as, name, initials and/or social security number of the research subject. Single-coded These samples are attributed a specific code for the protection of the research subject. Double-coded These coded samples provide an additional safeguard by using a second coding system. The code key linking the double coded pharmacogenomic samples and the information is kept by a third party. The research subject can only be linked with the sample or data obtained from it by bringing the two code keys together. Anonymized All personal identifiers of these samples (originally identified, single-coded or double-coded) have been deleted. Thus anonymized samples and data do not carry any longer personal identifiers. Anonymous Theses samples have no link whatsoever with the research subject identity. As a matter of fact, no link ever existed between the subject and the sample. However, anonymous samples can provide some population information, limited to broad categories of data, that would not allow the identity of the subject to be traced. anonymization. 29 This demonstrates that maximizing the protection of confidentiality to reduce the level of risk to zero will often be inappropriate, since this may result in sacrificing other important values. 24 Unless the potential benefits of a specific PGx research are adequately evaluated, it is difficult to choose appropriately between the various options in reducing informational risks. It will therefore be necessary to determine the level of protection of confidentiality that is most appropriate and to evaluate the risks and benefits according to each particular case. 6, 22 It could well be argued that in pharmacogenetics trials, the fact that drugs are being tested mandates a coded or doublecoded approach for the possible immediate benefit of participants, since in this way these individual results can be returned. The same would not hold true in studies of haplotype or of genetic variation.
Points to consider found through a selective analysis of the literature and guidelines relevant to confidentiality in PGx research can be used as guides to determine the appropriate level of protection for particular research protocols. These same points to consider can also be used by the IRB when reviewing different research protocols.
It goes without saying that the general core elements of review for research involving human tissues still apply: nature of the research; specific concerns raised by the researcher, the ethics committees and sponsors; 31 selection of the greatest degree of privacy protection compatible with the objectives of the research. 6 The points to consider are as follows:
1. The use of identified samples in a pharmacogenomic research protocol will be difficult to accept and must always be justified by the researcher. 5 In fact, according to the Pharmacogenetics Consortium, this protection level places the full responsibility (and possibly legal liability) on the researcher to ensure that sensitive information is not conveyed to other parties. 24 2. The use of coded samples is acceptable on the condition that it is justified by the researcher or sponsor. This level of protection will make it possible for the researcher to report clinically significant personal results to individual subjects or their treating physicians. However, the researcher will have to ensure that all information and samples will be provided maximum protection (to ensure the reliability and safety of the system protecting the information). This level of protection will be especially useful within the framework of research having immediate implications for the participant. 26, 28 3. Double-coded samples offer an interesting alternative in cases where the research is not likely to provide information of immediate clinical interest for participants. Even though it remains possible to give out individual results, the process is more complex than in the case of coded samples. The researcher having recourse to double coding will have to specify in the research protocol the particular cases where it will be necessary to ask the key holder to break the codes (ie in case of emergency, possible medical significance, if the participant wishes to withdraw, etc). 26, 28 4. Anonymized samples radically reduce the value of the patient's participation in PGx research. Subsequent to anonymization, it will no longer be possible to obtain additional information from the patient's medical file. Once the trial is completed, for example, this constraint prevents the researcher from verifying if the observed responses to medication during research combined with other research results are due to genomic or genetic variations, or due to other factors (TBA). 24, 28 Anonymized samples will be useful for research aimed at generating assumptions, but much less interesting in the case of pharmacogenetics clinical trials whose goal is to support 'label claims'. 27 It will also imply an important role for the IRB during subsequent research studies since the participant will no longer be able to express personal wishes, receive individual results, or withdraw from the study. Participants will need to be informed of the limitations, which this type of protection imposes on their rights. As well, participants will have to be informed precisely concerning how samples will be used subsequent to anonymization. On this, the Nuffield Council on Bioethics considers that it is possible to request broad consent with regard to the uses of samples that are already anonymous or to be anonymized. 6 However, the anonymization of the data and samples should not be used as an excuse for researchers to simplify ethical or legal hurdles or to neglect the participant's right to selfdetermination. 5. Completely anonymous samples are extremely rare and of marginal interest. Furthermore, regulatory authorizations as well as the advancement of science could be impeded since certain validation criteria cannot be met. 24, 26, 28 CONCLUSION For a long time, it has been suspected that heredity may have an impact on individual response to drugs. Developments in PGx research promise multiple applications that could transform our health systems, and some even speak of a new paradigm. 32 However, if the public is to fully profit from the benefits of pharmacogenomics, policy makers must recognize the specificity of this type of genetic research and develop requirements for the confidentiality levels that correspond to the realities and needs of PGx research.
Nevertheless, we are only beginning to understand the degree to which research subjects value and insist on coding and other methods of ensuring anonymity and confidentiality. 33 PGx researchers will have to avoid uniformally applying the same level of protection of confidentiality to all research protocols. More precisely, researchers will have to proceed with each project on an individual basis, taking guidance from the reference points suggested in this article. The researcher will also have to inform the participants of the degree of protection applicable to the research protocol in order to obtain a truly informed consent.
